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}Cyber Terminologies

} Anatomy of a Breach

}Financial Services Cyber Threat Word 

}Malware and Viruses

}Computer and Internet Fraud Scams

}Social Engineering, Phishing and Smishing

}Personal Security Best Practices Review

}Questions and Answers



} Hacker/Cyber Criminal: Person who seeks to exploit 
people, computers or systems for their own gain.

}Malicious Code: Sometimes called Malware, this is code 
used to attack your computer to do something (steal 
personal info or corrupt other systems).

} Ransomware ðMalicious Code with the intent purpose to 
encrypt files on a computer and request payment via 
Bitcoin or Cryptocurrency to release the code to unencrypt 
the files.

} Viruses/Trojans: Malicious Code with intent to corrupt or 
make systems inoperable.

} Cryptocurrency : is a digital asset designed to work as a 
medium of exchange using cryptography to secure the 
transactions and to control the creation of additional units 
of the currency 
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} Bitcoin: is a worldwide cryptocurrency and digital 
payment system called the first decentralized digital 
currency, since the system works without a central 
repository or single administrator. Bitcoin is accepted 
100,000 merchants/vendors as a form of payment.

} Vulnerability: Programming errors in software for which 
a Hacker can take advantage of to infect a computer or 
systems with Malicious Code .

} Social Engineering: A Hacker uses some form of human 
interaction (social skills),email or website to obtain 
information about a person, organization or system. 

} Phishing : This is a form of Social Engineering where a 
Hacker uses email or a website to solicit personal 
information by posing as a trustworthy organization .

} Vishing: This is a form of Social Engineering to obtain 
information using the phone.



}Phishing ðCredentials Compromised by 
clicking and input of data! 

}Poor Security Practices - Known Exploit or 
Vulnerabilities in Windows - Federal 
Express/City Of Atlanta - WannaCry 
Ransomeware - North Korea?

}3 rd Party Providers aka Target Compromise



} U.S. based breaches are the most expensive globally, costing on
average $7.91 M with the average global notification cost totaling
in excess of $700 K or more .

} 48 %of all breaches were caused by malicious or criminal attacks .

} Incident response teams and the extensive use of encryption
reduce costs .

} Third party involvement in a breach and extensive cloud
migration at the time of the breach increases the cost .

} The loss of customer trust has serious financial consequences .
(reputation risk)

} Mean- time - to - identify (MTTI) a breach is 197 days, and the 
mean - time - to - contain (MTTC) is 69 days .

} Reported Global Business Email Compromises or CEO Imposter 
Fraud losses reached  $12B globally (FBI)















}Subscribe to a reputable Anti - Virus software 
provider and keep it up to date!

}Keep Operating System software up to date!

}Visit Reputable Websites - donõt click on Ads!

}Think Before You Click (Website, Email, 
Links)!




